
What is...braid group cryptography?

Or: Applications 2 (topology in cybersecurity)



Reminder: Braids and the braid group

▶ Braids = strings in R3 with endpoints fixed in two lines

▶ Stacking = groupoid structure on braids

▶ We get the braid group Bn with n = number of strands



Looking for “hard problems”

▶ For cryptography we want problems that are hard to solve

▶ Example. The conjugacy search problem “looks difficult”

▶ Idea Encode a public key exchange in Bn based on one of the above



An example protocol (following Anshel–Anshel–Goldfeld)

g1 = , g2 =

a = , b =

A: and , B: and

▶ The common secret is ⟨g1, ..., gm⟩ ≤ Bn, party A chooses a ∈ ⟨g1, ..., gm⟩ and
B chooses b ∈ ⟨g1, ..., gm⟩

▶ Party A sends agia
−1 and party B sends bgib

−1 for i = 1, ...,m

▶ The common secret is aba−1b−1: A gets ba−1b−1 = bgi1b
−1...bgikb

−1 and ditto for B



For completeness: A formal statement

The AAG key-exchange protocol (previous slide) was proposed for B80 80 strands!

The difficulty depends on the (multiple) conjugacy search problem in Bn

▶ There are variants based on other “hard problems”

▶ The braid group cryptosystems can be attacked (next slide)

▶ However, varies other “topological meaningful” groups can be used and are
still not attacked



Attacking braids

▶ The braid group have very efficient matrix representations e.g. LKB

▶ These can be used to attack the braid group cryptosystems (at least partially)

▶ Idea Solve the conjugacy search problem in matrices and lift the solutions to Bn



Thank you for your attention!

I hope that was of some help.


